Modern Payments, Scams & Fraud — A 5-Day Personal
Finance Unit

Pacing Guide - Free Teacher Resource

e Grades: 6-12 and adult education

e Length: 5 days

e (Class period: approximately 45 minutes

e Banking hub: https://moneyinstructor.com/teaching/banking/

e Adult & senior money: https://moneyinstructor.com/teaching/adult-senior-money/

e Anchor pack (Day 4): Spot the Scam Scenario Deck —
https://moneyinstructor.com/teaching/printables/spot-the-scam-scenario-deck/

Educational purposes only. This is not legal or financial advice. Protections, time limits and fees differ
between banks, card issuers and payment apps, and your own account agreement governs your
account. This unit deliberately prints no figure for any of them — it teaches which questions to ask and
where to ask them.

Teacher note

This 5-day unit teaches the thing that almost never gets taught alongside "don't get scammed": how
money actually moves, and what that has to do with whether you can get it back.

Most fraud lessons train students to inspect a message — look for the typo, check the sender, spot the
urgency. That skill is worth having, and it is not enough on its own, because a modern scam is spelled
perfectly, spoofs the caller ID and copies the logo. A student trained only to look at messages will wave
the good ones through and freeze at the real ones.

So this unit comes at it from the money's side. Day 1 builds a table of the ways money travels — cash, gift
card, debit, credit, bank transfer, payment app, wire — and asks one question of each: who is in the
middle, and how fast is it final? The pattern students find for themselves is the spine of the week: the
faster and more convenient a rail is, the fewer people stand between you and the money, and the less
anyone can undo. Day 2 takes two cards that feel identical at the terminal and shows that when a charge
is wrong they are not identical at all — the question that matters is whose money is missing while it gets
sorted out. Day 3 covers the rails with nobody in the middle at all.

Day 4 is where the two halves meet. By then a class can see that a scammer demanding gift cards, a wire,
a payment app or a login code is not choosing a story — they are choosing a rail. The scam is built
backwards from the one thing the scammer needs: a payment that cannot be called back.

Friday is the assessment, and it is a comparison of two losses. Amara loses $400 in one afternoon to a
scam. She also loses $420 over a year to three subscriptions she forgot she had. Nobody stole anything in
either case — she approved both. The slow, legal, blameless one is the larger number, and at her wage it
cost her two more hours of work. The sentence the unit exists to install is this: a scam is a plan to get
your permission, because money you send yourself is money almost nobody will give back.



One thing this unit refuses to do is scare students off modern payments. A legitimate irreversible
payment appears on Day 3 and is never walked back: Amara buys a used bike from a classmate for $60
through a payment app, and everything is fine. Irreversibility is a property, not a danger. The danger is
irreversibility plus a stranger plus their urgency. A student who leaves believing these apps are
dangerous has learned something false and unusable.

Every dollar figure below is an example used for practice. This guide contains no liability limit, no
dispute deadline, no transfer fee and no sending limit — those differ by bank, issuer and app, several are
tiered on how quickly you reported, and a printed figure would be wrong for most readers on the day it
was printed. What the unit teaches instead is the ordering, which has been stable for decades, and the
question to take to your own bank.

5-day at a glance

DAY FOCUS RESOURCE

1 How money actually moves The Benefits of Banking Online

2 Same tap, different rules Debit vs. Credit Sorting Cards - Credit Cards vs.
Debit Cards

3 The rails with no undo Spotting Scams interactive lesson (optional)

4 The ask: why a scammer names the payment Spot the Scam Scenario Deck

method

5 Permission, and the slow leak Subscription Audit - Scam Checklist for Seniors &

Families

Day 1 — How money actually moves

Objective. Students can name at least five ways to pay, say for each one who stands between them and the
money, and explain why the fastest ways to pay are the hardest to reverse.

Resources.

e The Benefits of Banking Online — moneyinstructor.com/teaching/banking/benefits-of-banking-
online/ — free lesson

e Online Banking Lessons and Simulator — free lessons and the MI Bank classroom simulator

Classroom activity. Build the table as a class, on the board, in three columns: how fast does it arrive -
who is in the middle - can it be undone. Rows: cash - gift card - debit card - credit card - bank transfer
(direct deposit and bill pay) - payment app - wire transfer - cryptocurrency. Students fill in what they
already know — which is more than they expect — and the teacher adds only what is missing.

Then sort all eight onto a single line, from easiest to undo to gone. Put the "how fast" column next to it
and let the class say out loud what they are looking at.

The pattern — the point of the day

¢ Slowest, most people in the middle, most room to argue: a credit card. The money in dispute was the
issuer's.


https://moneyinstructor.com/teaching/banking/benefits-of-banking-online/
https://moneyinstructor.com/teaching/banking/benefits-of-banking-online/
https://moneyinstructor.com/teaching/banking/online-banking/

¢ In between: a debit card, and a bank transfer, which takes a day or more — sometimes long enough to
stop.

e Instant, nobody in the middle, essentially final: a payment app, a wire, a gift card, cash,
cryptocurrency.

Cryptocurrency is on the table for one reason — the Day 4 deck names it — so fill the row in the same
three columns as every other rail and stop there. Do not price it and do not discuss it as an investment.

Teacher note. Keep this day neutral. It is a lesson about structure, not danger — every rail on that board
is legitimate and used by ordinary people every day, and the unit only earns Day 4 and Day 5 if Day 1 does
not pre-load the answer. Note also that "who is in the middle" is not about trust: nobody thinks a payment
app is dishonest. It is about whether there is anyone with the power to reverse a payment after the fact.

Exit ticket. Name two ways to pay that arrive almost instantly, and say what you give up in exchange for
that speed.

Day 2 — Same tap, different rules

Objective. Students can explain what happens when a charge is wrong on a debit card versus a credit
card, and identify whose money is unavailable while the dispute is investigated.

Resources.

e Debit vs. Credit Sorting Cards — free 12-card sample; full pack with Full Membership
e Credit Cards vs. Debit Cards — free lesson; worksheet with Full Membership

e What Is a Debit Card? — free lesson — use only if the class needs the recap

Classroom activity. If the class is shaky on the distinction at all, run the sorting cards first — they teach
whose money you spend, which is the prerequisite for today and takes about fifteen minutes.

Then the day's own work. The same wrong $80 charge, on both cards, walked forward a week at a time.
Same charge, same phone call, same dispute, and in the end the same outcome — the charge comes off
both. The difference is the week in between. One student had $80 less in their account for that whole
week, and it was the week a phone bill came out.

Teacher note — the mis-teach to avoid. This day is very easily heard as credit cards are better than debit
cards. It is not the lesson, and the Credit & Borrowing unit exists precisely because a credit card carries
risks a debit card does not. The honest sentence is narrower, and worth saying in exactly these words: for
the specific problem of a charge being wrong, a credit card puts the gap on somebody else's money.

On the numbers. How long you have to report, and whether the money sits in your account meanwhile,
are set by regulation and by each bank's own agreement, and several of them are tiered on how fast you
reported. This guide prints none of them on purpose. The question to hand students is the one they can
actually use: "If a charge on this account is wrong, how long do I have to report it, and does the money
leave my account while you look into it?" — asked of their own bank, or looked up at
consumerfinance.gov.

Exit ticket. A charge on your account is wrong and you have reported it. Whose money is missing while
the bank investigates? Explain how the answer depends on which card you used.


https://moneyinstructor.com/teaching/printables/debit-vs-credit-sorting-cards/
https://moneyinstructor.com/teaching/credit/credit-cards-vs-debit-cards/
https://moneyinstructor.com/teaching/banking/what-is-a-debit-card/

Day 3 — The rails with no undo

Objective. Students can explain why a payment-app transfer or a wire usually cannot be reversed, and
can identify who has the power to return the money in each case.

Resources.

e Optional, if devices are available: the free interactive Spotting Scams & Fraud lesson at
classroom.moneyinstructor.com/interactive-lessons — grades 6-12, student login

Classroom activity. Three short cases. None of them is a scam — that is deliberate, and Day 4 is where
scams arrive.

1. The typo. One wrong character in a username, and $45 arrives — correctly, instantly, and
permanently — at a stranger who is under no obligation to send it back.

2. The split. Six friends, one dinner, one person who fronted it. Everybody agreed. Nobody signed
anything.

3. The bike. Amara pays a classmate $60 for a used bike through a payment app. There is no protection,
no middleman and no way to reverse it — and nothing at all goes wrong.

Then the question that runs the rest of the week: in which of these can you make the money come back,
and what is the actual mechanism?In all three the answer is the same — only by asking the person who
has it.

Teacher note — do not skip the bike. It is the control, and without it the unit teaches "never use these
apps,” which is both false and useless advice to a generation that has no alternative. The rule is not don't
use it. The rule is use it for people, not for strangers — which is exactly how these products are designed
to be used, and what their own terms say.

Exit ticket. You sent money to the wrong username by accident. Who has the power to give it back, and
who does not?

Day 4 — The ask: why a scammer names the payment method

Objective. Students can sort realistic messages by what they are asking for rather than by how they look,
and can identify which payment method a scam message is steering them toward and why.

Resources.

e Spotthe Scam Scenario Deck — the day's anchor. 30 scenario cards, three sorting mats, anchor charts
and an answer key. Free 12-card sample; full deck with Full Membership

e Background reading for the teacher, not student handouts: Scams & Fraud Protection guides

Classroom activity. Run the deck exactly as the deck says to run it — three piles (Scam - Verify First -
Safe), its own mats, its own answer key. It sorts by what a message asks you to do, and it gives "I can't tell"
a pile of its own, which is the honest answer for most real messages.

Then, and only then, add this week's layer. Go back through the Scam pile and write beside each card
which rail it was steering you onto — gift cards, a wire, a payment app, a login code that hands over the
account. Put those rails next to Monday's table. They are all from the same end of it.

Finish on the deck's twin pairs, where the same event appears twice and lands in two different piles.
Connect it to Day 1: the twin that is a scam is the twin that names a rail with no way back.


https://classroom.moneyinstructor.com/interactive-lessons
https://moneyinstructor.com/teaching/printables/spot-the-scam-scenario-deck/
https://moneyinstructor.com/money/scams-fraud/

Teacher note. If you have already used this deck on its own, this is not a repeat of it. The deck teaches

students to read the message. Days 1-3 taught them to read the money. Today those two readings meet,
and the second pass asks a question the first pass could not — so run it again even with a class that has

seen the cards.

Exit ticket. Pick any two cards from the Scam pile. What payment method was each one steering you
toward, and what do those two methods have in common?

Day 5 — Permission, and the slow leak

Objective. Students can explain why protections mostly cover money taken without permission and
rarely cover money you were persuaded to send, and can identify one recurring charge they could
cancel.

Resources.

e Subscription Audit Worksheet — the take-home. Free sample; full pack with Full Membership

e Scam Checklist for Seniors & Families — the household reference: red flags, a call checklist, trusted
contacts, and what to do if it already happened

e Read a Credit Report — for what stolen information is actually for
Classroom activity. Three moves, in order.

1. The first hour. Something has gone wrong. What do you do first — and, the part students get wrong,
who do you call? Never the number in the message. The number on the back of the card, or the app you
already have on your phone. The Scam Checklistis the household version of this page and goes home
with anyone who wants it.

2. The two losses. Put both on the board.

e The scam: $400, in one afternoon, to a stranger. She approved the payment.

e The subscriptions: $8, $12 and $15 a month — $35 a month, which is $420 a year. She approved every
one of them, once, and then forgot.

Let the class reach the punchline before you say it: the slow one is bigger, and nobody stole anything.
Then convert both at Amara's wage of $10 an hour: the scam cost her 40 hours; the subscriptions cost her
42.

3. The take-home. The Subscription Audit Worksheet — find every recurring charge, multiply by 12,
decide what to keep. It is the one loss on the board a student can go home and reverse tonight.

Teacher note — the two lines worth writing on the board. A scam is a plan to get your permission. And:
the money you lose to a stranger and the money you leak by not looking are the same money — and only
one of them has anyone to blame. Then the point that lands hardest in a room of teenagers: she worked
more hours for the subscriptions than for the scam.

The subscription prices were chosen to total $35 so the yearly figure is clean and the comparison can be
checked without a calculator. The point survives any realistic set of three — try it with the class's own
numbers and watch it hold.

Exit ticket. Amara approved both of her losses, and neither one is coming back on its own. Explain why
one of them still felt like a crime and the other did not — and which one she can do something about
tonight.


https://moneyinstructor.com/teaching/adult-senior-money/subscription-audit-worksheet/
https://moneyinstructor.com/teaching/adult-senior-money/scam-checklist-for-seniors/
https://moneyinstructor.com/teaching/printables/read-a-credit-report/

What this unit does not cover

Deliberate boundaries. Each one exists because another Money Instructor resource already owns the
material, or because printing it would make this guide go stale.

No liability limits, dispute deadlines, transfer fees or sending limits. They differ by bank, issuer and
app, and several are tiered. The unit teaches the ordering and the question to ask, and points at your
account agreement and consumerfinance.gov for the numbers.

No credit-card or checking-account mechanics. The Banking & Checking unit owns accounts and
debit cards; the Credit & Borrowing unit owns credit cards, APR, minimum payments and credit
scores.

No identity-theft recovery walkthrough and no credit-freeze procedure. Identity theft is named here
for what stolen information is for; the Read a Credit Report pack owns the document.

No scam scenarios of its own. The Spot the Scam Scenario Deck is the single source of truth for
scenarios — all 30 of them, and its answer key is the authority on each.

No app screenshots and no step-by-step app instructions. Interfaces change several times a year.
Rails are named generically.

No cryptocurrency as an investment. It appears here only as one irreversible row on Monday's table.
What is Cryptocurrency? on the investing hub owns the concept.

Where this unit fits

Part of the Money Instructor curriculum — five-day, teacher-ready units, free to preview and included
with Full Membership.

Recommended prior knowledge, never required: the Banking & Checking unit (accounts and debit
cards) and the Credit & Borrowing unit (how a credit card works). Every unit is written to stand alone, so
anything needed from another unit is re-taught here in a paragraph.

All units: https://moneyinstructor.com/teaching/curriculum/



